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1 Introduction

Green Employee, the employee portal of the Greenshades Software platform, provides
a company’s employees with access to their pay, tax, and additional HR information in a
self-service fashion. This platform has historically needed employees to establish a
username and password to access their information (commonly referred to as their
account). However, this process introduced complications for a variety of use cases that
created frustration for employees and administrators alike. The enhanced login
experience solves for these complications while modernizing the employee’s login
experience to be more aligned with the marketplace, asking for minimal information,
verifying their identity through text, call or email, and allowing password as an option
that can be configured. This user guide will walk through those changes.

2 Current Employee Login

2.1 Employees with accounts

Signin
Welcome to
Green Employee

Greenshades

Figure 1. The new Green Employee login page

For employees that have previously created an account to be able to login to Green
Employee with an email and password, not much will change for their new login
experience. Employees will access their Green Employee account through the URL
provided by the administrator. This will either be a company specific URL
(company.greenemployee.com) or the general greenemployee.com (see Figure 1). The
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first thing that the employee will enter is either their email address or their phone
number and click the “Sign in” button (see Figure 2).

Signin

Email or Phone Number

Signin

Need help signing in? /

New User? Register

Figure 2. The new Green Employee login page

From there, once the system finds their information, the page will display their first name
on the screen with a “Hello <name>!" and the employee will be redirected to the
verification page. This will allow them to verify themselves by any of the following
methods—automated call with a six-digit code, text message with a six-digit code, email
with a six-digit code, or provide their password (see Figure 3). The verification options
can be configured by the administration team on Greenshades Online under Employee
Access Settings. At this time, these are the only verification options that can be
configured for the employee.
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Verify your identity

We'll send you a
Ifyou do not recog;

D Text code to /

(g%1)-2+-2470

% Call code to
(9*)-4+24470

E] Sign in with password

Standard call, messaging, or data rates may apply.

Figure 3. Verification options (including password)

Once the employee selects their verification option, they will be directed to enter either
the code sent or their password.

2.1.1 Verification with a code (text message, email, automated phone call)

Should the employee choose to authenticate via a six-digit verification code, they will
receive that code via the method of their choosing (call, text, email). Their email address
or phone number that will receive the code will display on the screen, however, for
security reasons, part of the email or phone will not be fully displayed. The employee
will be redirected to a screen that prompts them to enter the code they received (see
Figure 4). In the off chance they did not receive a code to the method of choosing, they
can resend the code via the “Resend Code” button.
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Enter verification code

To access your account, please enter the verification code sent by
email to s*******em@mailinator.com

Code

Signin '

Resend Code

Standard call, messaging, or data rates may apply.

Figure 4. Verification code for login with a code

Once the user enters the six-digit code received, they can select the “Sign in” button. If
the code is correct, the user will be redirected to the home page of Green Employee (if
two-factor authentication is enabled, please see section XXX for additional steps).

2.1.2 Verification with a password

Should the employee choose to authenticate via their password, they will be redirected
to a screen that allows them to enter their password (see Figure 5). Once their
password has been successfully entered, they will be redirected to the home page of
Green Employee. (if two-factor authentication is enabled, please see section XXX for
additional steps).
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| Enter your password

Password

@

D Keep me signed in

. Signin

Reset password

Figure 5. Password entry screen

2.1.2.1 Resetting a password

If the employee forgot their password or would like to reset it for any reason, they can
select “Reset password”. They will then be able to choose a method to receive a link to
reset their password (this is set to be their email address they used to set up their

account) (see Figure 6).

Greenshades
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< Back

Choose a reset option

We'll send you a link to reset your password

E Email link to

s em@mailinator.com

Figure 6. Reset password options

Once they select their email address, they will see a screen that lets them know their
link has successfully been sent (see Figure 7). They can resend the link for any reason

by selecting their email again on this page.

@)

Check your email

Remember to check your SPAM folder

‘ < Back

Still waiting? Get a new link using the options below.

g Email link to

5 em@mailinator.com

Figure 7. Confirmation of reset password email sent

Greenshades
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The user should then check their email address for the link provided to reset their
password. Once they select the link, they will see a page in their internet browser that
allows them to set and confirm their new password (see Figure 8).

<{ Back

Reset your password

Remember to create a unique password that will be hard for someone
elseto guess.

Password

| °|

Confirm password
| ]

Set new password

Figure 8. Reset your password screen

For security reasons, password criteria have now been standardized for all workspaces.
A password now requires the following (see Figure 9):

- At least 8 characters

- At least one uppercase letter

- At least one lower case letter

- At least one special character

- At least one number

- Cannot contain any personal information (email address, phone number, name)
- Cannot be the same as the last 3 passwords

- Cannot contain the word ‘password’
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<{ Back

Reset your password

Remember to create a unique password that will be hard for someone
else to guess.

Password

Password requirements
@ At least 8 characters
@ At least one uppercase letter ‘

® At least one lowercase letter
At least one number
@ At least one special character

Set new password

Figure 9. Reset password requirements

As the employee types their new password, they will be shown these requirements. The
requirement will turn green when their password contains that criteria. Once they key in
a successful password, they will confirm that same password, and then select “Set new
password”. This will successfully reset their password. The employee can then login
again using that new password.

Page | 9
Greenshades



Green Employee Login Experience: User Guide

2.2 Employees without accounts

Signin
Welcome to
Green Employee

Greenshades

Figure 10. The new Green Employee login page

In the new employee login experience, any employee that historically not used an
email/password account to login to their Green Employee will still be able to login
without the need of a password. Employees will access their Green Employee account
through the URL provided by the administrator. This will either be a company specific
URL (company.greenemployee.com) or the general greenemployee.com (see Figure
10). The first thing that the employee will enter is either their email address or their
phone number and click the “Sign in” button (see Figure 11).
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Signin

Email or Phone Mumber

Signin

Need help signing in? /

New User? Register

Figure 11. The new Green Employee login page

From there, once the system finds their information, the page will display their first name
on the screen with a “Hello <name>!" and the employee will be redirected to the
verification page. This will allow them to verify themselves by any of the following
methods—automated call with a six-digit code, text message with a six-digit code, or
email with a six-digit code (see Figure 12). The verification options can be configured by
the administration team on Greenshades Online under Employee Access Settings. At
this time, these are the only verification options that can be configured for the employee.
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< Back

Verify your identity

We'll send you a one-time use code to verify your identity.
If you do not recognize the contact information below,
do not continue with verification.

Please contact your administrator.

g Email code to
""""""""" GS@mailinator.com

D Text code to

(37T
% Call code to ’
(3#4)seeregT

Standard call, messaging, or data rates may apply.

Figure 12. Verification options for employee without an account

Once the employee selects their verification option, they will be directed to enter the
code sent.

2.2.1 Verification with a code (text message, email, automated phone call)

Should the employee choose to authenticate via a six-digit verification code, they will
receive that code via the method of their choosing (call, text, email). Their email address
or phone number that will receive the code will display on the screen, however, for
security reasons, part of the email or phone will not be fully displayed. The employee
will be redirected to a screen that prompts them to enter the code they received (see
Figure 13). In the off chance they did not receive a code to the method of choosing, they
can resend the code via the “Resend Code” button.
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Enter verification code

To access your account, please enter the verification code sent by
email to s*******em@mailinator.com

Code

Signin '

Resend Code

Standard call, messaging, or data rates may apply.

Figure 13. Verification code entry

Once the user enters the six-digit code received, they can select the “Sign in” button. If
the code is correct, the user will be redirected to the home page of Green Employee.

3 New Employee Login and Account Registration

With the new and improved employee login experience, new employee registration and
login is easier than ever! Similarly, to the previous experience, employees will not
need to create an account to access their Green Employee. If they currently exist in
Greenshades Online as an employee, they can simply enter their email or phone
number, verify themselves via a six-digit code, and access the system. However, if an
employee would like to set up a password, they can do so by registering their account.

Employees will first access the Green Employee login page through either the general
URL (greenemployee.com) or their company specific URL
(company.greenemployee.com). They can then select “New User? Register” to be
redirected to the registration process (see Figure 14).
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Signin

Email or Phone Mumber

Signin

Need help signing in? /

New User? Register

By continuing, you agree to our Privacy Policy and Terms of Use

Figure 14. The new Green Employee login page with new user registration

The first step of the registration process is to collect key identifying information from the
employee. This includes their first name, last name, date of birth, and Social Security
number (see Figure 15).
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< Back

Let's get started!

Provide us with some information to create your account. We'll use
this information to find and link your employee record ta this account.

First name

Lastname

Date of birth

| mm/dd/yyyy 8 ‘ ’

Social Security number

Register

Already have an account? Sign in

Figure 15. New user registration identifying information entry

Once they enter in these pieces of information and select “Register”, the system will
search the company to find them. Once they are found, they will be redirected to the
verification step. This step allows them to verify that they are the employee by sending
entering a six digit code sent to one of the communication records on file (phone or
email) The employee can select their verification method of automated phone call, text
message, or email. (see Figure 16). These options of verification are configurable on
Greenshades Online for the company, and they are the only options for verification at
this time.
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< Back

Verify your identity

We'll send you a one-time use code to verify your identity.
If you do not recognize the contact information below,
do not continue with verification.

Please contact your administrator.

@ Email code to
""""""""" GS@mailinator.com

D Text code to
(37)-rerrgT

% Call code to ’

(3]s *emegT

Standard call, messaging, or data rates may apply.

Figure 16. Verification options for new user registration

Once the employee selects their method of verification, they will be prompted to enter in
the 6-digit code sent to them. In the off chance they did not receive a code to the
method of choosing, they can resend the code via the “Resend Code” button.

After the employee successfully enters the code, they will be prompted to set their
password and optionally to set up an email for their account. If the employee has an
email address already on their profile, they will not be asked to enter in an email
address. For security reasons, password criteria have now been standardized for all
workspaces. A password now requires the following (see Figure 17):

At least 8 characters

At least one uppercase letter

At least one lower case letter

At least one special character

At least one number

Cannot contain any personal information (email address, phone number, name)
Cannot be the same as the last 3 passwords

Cannot contain the word ‘password’
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{ Back

Set up your account sign in
Use these credentials when you want to sign in to Green Employee.
Remember to create a unique password that will be hard for a

someone else to guess.

Email

Password

Re-enter password

Create

By continuing, you agree to our Privacy Policy and Terms of Use

Figure 17. Account set up for new user registration

As the employee types their password, they will be shown these requirements. The
requirement will turn green when their password contains that criteria. Once they key in
a successful password, they will confirm that same password, and then select “Create”.
The employee will have successfully registered their account and will be redirected into
Green Employee.

4 Two-Factor Authentication

If an employee has an account that has chosen to enable two factor authentication AND
they choose to login with a password, then the employee will be prompted to enter a six
digit code sent to their mobile device after verification with a password (see Figure 18).
This secondary form of authentication will only be sent if the employee has chosen to
verify themselves with a password. Once the employee enters the code, they will be
granted access to Green Employee.
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Two factor authentication
/ Atext message with a verification code has been sent to

(1%#)-***_**gQ

Code

\ ‘ Continue

Resend code

Figure 18. Two factor authentication entry for login

5 Troubleshooting and FAQ

Many times, employees run into trouble logging in for a variety of reasons. We have
listed out a few common issues and resolutions below.

5.1 What if the employee doesn’t know what email/phone number is on their
profile?

If an employee is trying to login either for the first time or any of the subsequent times
and does not know their phone number or email in Green Employee, they can select
“Need help signing in?” on the main login page (see Figure 19).
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Signin

Email or Phone Mumber

Signin

Need help signing in? /

New User? Register

By continuing, you agree to our Privacy Policy and Terms of Use

Figure 19. Need help signing in on the employee login

Here, they will be redirected to enter four pieces of qualifying information for them—first
name, last name, date of birth, and Social Security number (see Figure 20). From there,
the system will find them in the correct company before showing them the verification
page (six-digit code or password).
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Let's try to find you

Provide us with some information to help you access your account.

First name

Last name

| |

Date of birth

Social Security number

Continue

Figure 20. Let’s try to find you screen for employees that need help signing in

5.2 What if the employee does not exist in the company yet, but they try to
login?

In order for an employee to be able to login to their Green Employee account, they must
exist on the Employee List for Greenshades Online. Adding the employee can be done
through a sync with the accounting package, an import process, or added manually by
an administrator. If an employee tries to login prior to this, they will be shown a screen
letting them know they cannot login and to contact their administrator for further
information (see Figure 21).
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®

Oh no!
We are unable to register
your account

Please reach out to your administrator for onboarding
instructions to register your account.

Back to sign in }

Figure 21. Screen employees will see if they do not exist in Greenshades yet

5.3 What if the employee works or has worked for multiple companies that use
Green Employee for their HR software? Will they still be able to login?

If the employee has or has worked for an organization that uses Greenshades, the
employee will still be able to login to their Green Employee portal using their email
address or phone number. Once the employee enters their identifying information
(email/phone), if the system finds the employee in multiple companies, the employee
will be shown a screen that allows them to choose the organization they wish to login to
(see Figure 22). Once they select a company, they will be redirected to the verification
page for that company.
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< Back

Select a company

@ Pizza Hat #25
1234 Superhighway St, Phoenix AZ
Pizza Hat #16
PizzAl
3210 Freeway Bypass, Phoenix AZ
Pizza Hat #34
Pizza!l
9090 Stripmall Blvd, Tempe AZ

Pizza Hat #34
9090 Stripmall Blvd, Tempe AZ ’

Pizza Hat #34
9090 Stripmall Blvd, Tempe AZ

Figure 22. Company selection for employees that exist in multiple companies

5.4 My employee tried to login, but the system said, “No account found”. Why is
that?

| JB

Signin

Email, Phone Number, or Employee ID

account@gmail.com ]

Account not feund.

Need help signing in? ‘

If the system is struggling to find an employee’s information in Greenshades, it will
display an error in red that says, “Account not found”. There are a few reasons this error
might appear:

- The employee enters an email address or phone number (or employee ID) that
does not exist on their profile page. The information the employee enters must
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be the information that is on their employee card. The employee can also enter
their account email (the email they used to login to the previous login page) if it
is different than their email listed on their profile.

- The email or phone number is not unique to that employee. If the employee
shares an email address or phone number with another employee at your
organization, then the employee may get an error of “Account not found”. If that
is the case, the employee should try the “Need help signing in” feature or enter a
phone number/email that is unique to only them if they have one.

- The employee information is duplicated in the system, meaning their employee
ID (the unique identifier of an employee) is not unique in the company. Unlike
the above scenario, this can happen if there is a data issue created either
accidentally or purposefully on Greenshades Online. Any employee that has a
duplicated employee ID will not be able to login as the system will not be able to
identify them. If this is the case, please contact support at
support@greenshades.com to assist in cleaning up the employee’s information.
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For additional support please contact us.

(888) 255-3815 ext.1

support@greenshades.com

www.greenshades.com

Greenshades
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